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IRERMAY cMs B8 rEHE - FMoJLIER cakephp/authentication SMARMFIRIAE ATNEE - B
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- {EF3 Composer %% Authentication %M :

require "cakephp/authentication:”4.0"
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B)EY - MEZAEIA ArticlesController PR#RY - SkEEF bake 1ETHREEEMARRELEA :
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bake all users

- EMFEALLRERMENEMERAER  UEERBBUANFEART - #L2BEKRE - EE2IFEERN -
F I MEZE I EEEERE -

- EMERI CakePHP FERIEMWIFIGHE - £ CakePHP o - HIMEAARIMNERIZIRFELIRESMEBE —FCHE -
£ CakePHP T : Table #HR|EEZRFEF—HER A - M Entity AIRRESZER - AAEBMERZ "E—
EREER, 175 - FIRMESRERBEENE User Entity & -

- BlY0 - BENHEREEHHE N - FHIEEMEE Entity PERILTA - BAHMEEERRER B
BETHEERIE - T EFERA—(ABes /8B4 - CakePHP B HEBREREERENEB LR - BERRAAERY
M setter % -
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// %535 src/Model /Entity/User.php User.php

<?php
namespace App\Model\Entity;

use Authentication\PasswordHasher\DefaultPasswordHasher; // #riZiL77T
use Cake\ORM\Entity;

class User extends Entity

{
// Bake “E/AHIFETHE -

/) FIBL R A

protected function setPassword(string $password): ?string

{
if (mb_strlen($password) > @) {
return (new DefaultPasswordHasher())->hash($password);
}
return null;
}
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- TEEZEDPEHE http://localhost:8080/users - BIOJBRIFEAEIIE -

« ROIDIAREEZERIGRIZRIRRERE - IRBUZEREZENERN - B8 EdRIGER P AR —EABRM =
RIEBRER - mMAZRBE -

e CakePHP FEER1EH bcrypt HKETEEHZE - WPBZEFMENERREZENEER berypt - UMRFSLEEE - &
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1.

Application
Application #&fEA AuthenticationMiddleware WiZft—{E AuthenticationService - ZRIZE TR E
HAF R ERE R EHEEREM -

. AuthenticationService

Ee—EERER - RFFREEREBRE -

. AuthenticationMiddleware

EE RPN BB HAWNT - EEZUER Controller 771 - EEZIERTEBMNRSEFMHEL
SO -

ZBIFMERA AuthComponent EIEELLLER - IRTEBEWR D AR ERNIRA - FWEIBIELLETT Controller EZAH -
EELTRBMREHANEELEFEAEZEEERE  RAEBEHAENRBERIAG KT - #BESLE -
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£ src/Application.php TFTIZDINEA :

use ; Application.php

use ;
use
use
use

use




HTIE S ATIREE

HE  AEAEXWESZTIRAEDT - 12 AuthorizationServiceProviderInterface :

// %535 src/Application.php Application.php
class Application extends BaseApplication
implements AuthenticationServiceProviderInterface

{
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FIBLLNITA ¢

// #3E: src/Application.php
public function middleware(MiddlewareQueue $middlewareQueue): MiddlewareQueue

{

$middlewareQueue
/... BHMEFBRPI T E
->add(new RoutingMiddleware($this))
->add(new BodyParserMiddleware())
// #1Z AuthenticationMiddleware - E/EFSERE Body Parser # -
->add(new AuthenticationMiddleware($this));

return $middlewareQueue;

Application.php
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Application.php

// src/Application.php

public function getAuthenticationService(ServerRequestInterface $request): AuthenticationServiceInterface

{

$service = new AuthenticationService();

/] EFEEHE KRB iGN EEZLAINE -
$service->setConfig([
'unauthenticatedRedirect' => [
'prefix' => false,
'plugin' => null,
'controller' => 'Users',
‘action' => 'login',

1

'queryParam' => 'redirect’',
1
$fields = [

PasswordIdentifier::CREDENTIAL_USERNAME => 'email’,
PasswordIdentifier::CREDENTIAL_PASSWORD => 'password’,

1;
// EHES...
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Application.php

// src/Application.php

public function getAuthenticationService(ServerRequestInterface $request):

{
// FIEIGT AL 1. ..

// BNAGFEZS (Authenticators ) - IWEHEELZEH A Session iFig#s °
$service->loadAuthenticator('Authentication.Session');
$service->loadAuthenticator('Authentication.Form', [
'fields' => $fields,
"loginUrl' => [
'prefix' => false,
'plugin' => null,
'controller' => 'Users',
‘action' => 'login’,
15
'identifier' => [
‘className' =>
'fields'

'Authentication.Password’,
=> $fields,

1
DR

return $service;

AuthenticationServiceInterface

10
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£ AppController HHTIELINZTNAE :

// #Z2E: src/Controller/AppController.php
public function initialize(): void

{
parent::initialize();
$this->loadComponent('Flash');

/) FIEL TS ie 4 R AL bRaE A I

$this->loadComponent('Authentication.Authentication');

AppController.php

11



I8 & ATIRE

- IRTE - BRFBEKE - AuthenticationMiddleware #HEMEFKPWEHUSHERENERE - MRBMIEEMN
& /users/login BEH - EEMBERIVEREIE (URA ) DURIURE - BRIBER T - BREBKEHRKEET
BY username F1 password EAITIZEN - FFESTALE - Authentication Plugin EERFBHERIE Request
BY authentication B - EIE Controller OJLUEME

$this->request->getAttribute('authentication')
HV1S H BIRYERRE A RS

« 5% AuthenticationComponent EBRE KT EH ZiRERLR - .Ebﬁﬁﬁgﬁﬁﬁﬁﬂﬁﬁ%] MRARZEEATE
EENERE  TEIEEREEEEE /users/login BEH - i iR - IWRFRLEEEEEERE  BERMAER
BREUSAEH - IRFBETCIAEL - BE584E rﬂﬁﬁﬁ%mmﬂﬁfaﬁ ?HF?EEEH” EIERERE -

MREHWERZENERZER® SSL A non-SSL HEIeHRE - BIOEEHIRERERNERE - FhIEEER
EEITRIE SSL HBEBER K - MEEFBERE config/app.php = config/app_local.php HH
session.cookie secure % false RE{A=FEL - (5523 CakePHP HY session.cookie secure FE&EXIH )
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// #&3: src/Controller/UsersController.php

public function beforeFilter(\Cake\Event\EventInterface $event): void

{
parent::beforeFilter($event);

// BE login ZBfFERE i - BHEFIRE TG E
$this->Authentication->allowUnauthenticated(['login']);
}

public function login()
{
$result = $this->Authentication->getResult();
/) HREFEHEZEEEN  AFHEF B2 A MEE -
if ($result && $result->isValid()) {
$target = $this->Authentication->getLoginRedirect() ?? [
‘controller' => 'Articles',
‘action' => 'index',
1
return $this->redirect($target);
}
if ($this->request->is('post')) {
$this->Flash->error( _ ('HEYWIMRSRILENE - '));
}

UsersController.php

13
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£ /templates/Users/login.php THIELUTFAZR ;

<I-- 1535: /templates/Users/lLogin.php -->
<div class="users form">
<?= $this->Flash->render() ?>
<h3>F A</h3>
<?= $this->Form->create() ?>
<fieldset>
<legend><?= __ ('FBEWALHIRFEARBEE ') ?></legend>
<?= $this->Form->control('email’', ['required' => true]) ?>
<?= $this->Form->control('password’', ['required’' => true]) ?>
</fieldset>
<?= $this->Form->submit(__('"EA")) ?>
<?= $this->Form->end() ?>

<?= $this->Html->link("FTIEfFERAE", ['action' => 'add']) ?>
</div>

Login.php

14
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AFRAVERRED
1. WIREARZUEAMEERNERS - FEREEREREMHEFENEZEIE - fIU $this-

>loadComponent('Authentication.Authentication') °
2. BITE /users/add FIE—REMERE - WA email FIEAE -
3. MERITIGE - BUBGE P AEREAEFEEINN -

- I ESAE /articles/add (BIAREA) - MEZEHEEQMEZEAE - HINIEARE  AA#FEIFBIREEDC
/articles/add °
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HAZEFRN— LA REEEREARER - HAEFEMMEN view 1 index BHEREZEANIBE R FIEEMEART -
BItEFIEE AppController HARNMMU FRENEE

// #E35: src/Controller/AppController.php AppController.php

public function beforeFilter(\Cake\Event\EventInterface $event): void
{

parent::beforeFilter($event);
// B EHEI PRI BEEZZS - 75 index ] view EITFK 3 L\F - BhiBEREIRE

$this->Authentication->allowUnauthenticated(['index', ‘'view']);

16



HT I8 B T T AE

&5 HEIERNIZE UsersController BRI :

// T£ src/Controller/UsersController.php & UsersController.php

public function logout()
{
$this->Authentication->logout();
return $this->redirect(['controller’' => 'Users', 'action' => 'login']);
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MRIREFRE /users/add MAFA @ BEREEZZEAEH - HMEZEESERE  EHAERMAEZEDHFAM
MM FEMERRET - &£ UsersController B TFEE -

iIJIII'
|

// T£ src/Controller/UsersController.php & UsersController.php
$this->Authentication->allowUnauthenticated(['login', 'add']);

PI R AEEEF AuthenticationComponent @ UsersController B9 add() AEHEEEE Authentication & -
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BEFEAZECESARMN crvs - BRPFEZEBEERA - BESUEHAEREFREMPECHEBINE - KM
ERREEGREIRE—IN6EE

ZRIZEEH
£/ Composer ZIEIREEN :

require "cakephp/authorization:”~3.0" bash

£ src/Application.php @AY bootstrap() FZFNMAMU FEOREAEH :

$this->addPlugin('Authorization'); Application.php
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BREEHD S NTHEBENFEAESETHNEARZERT - ]Ijﬁﬁﬁiﬁlﬁﬁﬁm#x&ﬁﬂﬂﬂ M ERERIE - Bt - BM
SEEADNEEE - &£ src/Application.php @ - LA N EOFIEEIFERINE AL

use Authorization\AuthorizationService; Application.php

use Authorization\AuthorizationServiceInterface;

use Authorization\AuthorizationServiceProviderInterface;
use Authorization\Middleware\AuthorizationMiddleware;
use Authorization\Policy\OrmResolver;
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BRI EER

#ZE - £ Application WEEBIRTET - #1E AuthorizationServiceProviderInterface :

class Application extends BaseApplication Application.php
implements AuthenticationServiceProviderInterface,
AuthorizationServiceProviderInterface

SR8 - £ middleware() FAPFMAUNAS :

Application.php
$middlewareQueue->add(new AuthorizationMiddleware($this));
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AuthorizationMiddleware HEIEFHF KIS - FAABARENTHN—ENFTE - WHARHERAEAERERE
M AuthorizationService ° 7 src/Application.php HTHIELINHIE .

public function getAuthorizationService(ServerRequestInterface $request): AuthorizationServicelnterface

{

$resolver = new OrmResolver();
return new AuthorizationService($resolver);

OormResolver FIEHEEMHAEIE] ORM BicHEEHRVRIEHER - HREMBFIREFR - o] DIEREMENT R

(Resolver) °
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BRI EER

B - HEER AuthorizationComponent JIAZE! AppController oo TE
src/Controller/AppController.php B initialize() 73)A%F @ MALIFNAR :

$this->loadComponent('Authorization.Authorization');

& HMFZENE  SEANSELEFRLBAFTEZREEMSE - /£ src/Controller/UsersController.php & -
& add - login ] logout IS TS

UsersController.php

// 7 add * Llogin #] Logout 7%
$this->Authorization->skipAuthorization();

skipAuthorization() 77 ARRZELMIEHIREIEPRA - ELMEEZAFFIBEERE (AMERREA ) 55 -
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Authorization Plugin 1 Policy ( :RE& ) #8rl TFIZERA - Policy BFHE " BRiIfFEREERE U EE
BERENITIEEERE, -

%Wﬂﬁg%%ﬂ%%Eﬁ‘)\E@ﬁﬁﬁ% - MERAZEME ORM BREMERE - MR - HMER bake KREM—EER
‘%Hné\ I :

bin/cake bake policy --type entity Article m




IR <R ARMA Article
EREMN—EZ=RIRESER -
FRBIRIERAIEUR
src/Policy/ArticlePolic
y.php ° # MR - i RES LR
BHAHUTAR !

22 17 F 1M AV 55 — 118 15 e SR S

<?php ArticlePolicy.php

namespace App\Policy;

use App\Model\Entity\Article;
use Authorization\IdentityInterface;

class ArticlePolicy

{
public function canAdd(IdentityInterface $user, Article $article): bool

/! FFBEEANERZH JUEUNE

return true;

}

public function cankEdit(IdentityInterface $user, Article $article): bool

{
/! ERARNERZREREBCHE

return $this-> isAuthor($user, $article);
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ArticlePolicy.php

IELRBHMHY Article public function canDelete(IdentityInterface $user, Article $article): bool
B —EZ=RIRES SRR - {
AR RIBEREUR // EEANEHREZEREMRECHXE
src/Policy/ArticlePolic return $this-> isAuthor($user, $article);
y.php ° £ 2R . i’GREEER A }
BMALUNAA
protected function _isAuthor(IdentityInterface $user, Article $article): bool
{
return $article->user_id === $user->getIdentifier();
}

AR PEEEER L —LE3F
=EERRA - (B DIRIE
FEREIIIEK - ERIEHE
AR ERRRYER -



£ ArticlesController HiEIRHE

XA AuthorizationComponent & - BEFEZEEIEM Controller Action EIW/ERBTE#IT authorize() 3%
skipAuthorization() ; HEMEES ﬁﬂﬂu Author‘lzatlon Plugin B LA - REFPIRBEERERS

£ src/Controller/ArticlesController.php 9 - LA FENEEHIEE] add ~ edit ] delete F/AT :

public function add()

{
$article = $this->Articles->newEmptyEntity();

$this—>Authorization—>authorize($article);

/] FIEREERER D




£ ArticlesController HiEIRHE

XA AuthorizationComponent & - BEFEZEEIEM Controller Action EIW/ERBTE#IT authorize() 3%
skipAuthorization() ; HEMEES ﬁﬂﬂu Author‘lzatlon Plugin B LA - REFPIRBEERERS

£ src/Controller/ArticlesController.php 9 - LA FENEEHIEE] add ~ edit ] delete F/AT :

public function edit($slug)

{
$article = $this->Articles

->findBySlug($slug)
->contain('Tags') // SAMEBEN Tags
->firstOrFail();

$this->Authorization->authorize($article);
/] FERNEEREN D




£ ArticlesController HiEIRHE

B AuthorizationComponent & - BEFZEEIERN Controller Action #BMN/ERRMEMTT authorlze() £
skipAuthorization() ; HEMEES ﬁﬂﬂu Author‘lzatlon Plugin B LA - REFPIRBEERERS

£ src/Controller/ArticlesController.php 9 - LA FENEEHIEE] add ~ edit ] delete F/AT :

public function delete($slug)

{
$this->request->allowMethod([ 'post’', 'delete']);

$article = $this->Articles->findBySlug($slug)->firstOrFail();
$this—>Authorization—>authorize($article);

/] FTIEREERER D




£ ArticlesController iGEIEHE

AuthorizationComponent: :authorize() FH AR FEAERNEGREERZHEARERFTZFIUNEKIE A - WRE
HENNWARNKEGE - IRIEAREZEREI authorize :

$this->Authorization->authorize($article, 'update');




£ ArticlesController iGEIEHE

% B TERNEHIEE] ArticlesController HfY tags  view # index 7% :

// view * index 7‘517 tags T E N T2

/] FEEETIRER
$this—>Authorization—>skipAuthorization();

ArticlesController.php

31
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AR PIELE® Policy BE%J@JEH%/\HELAQES‘ZEE’J edit() ' \BHMOR user id WﬁniF Mass
Assignment - FERZBNUAEERRERBEREBUNEEEE - RMOE T HGHRRELAE - BLISHIEEE -

ERENER - HMAEZER user_id RERAZRIEEAIAEF - & add EMEEBBLLNEIUH -

// T src/Controller/ArticlesController.php F

public function add()

{
/]

if ($this->request->is('post')) {
$article = $this->Articles->patchEntity($article, $this->request->getData());

// BX : 1% user_id RRBEERIAE -
$article->user_id = $this->request->getAttribute('identity')->getIdentifier();

/).

32
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AR HMKGER edit BNF - 5

B {E

edit 7ABBBLI N EZS ¢

// T src/Controller/ArticlesController.php %

public function edit($slug)

{
/]

if ($this->request->is(['post’,

/) #E . ZAENK user _id -
'accessibleFields'

1);

// ...

‘put’])) {
$this->Articles->patchEntity($article, $this->request->getData(), [

=> ['user_id"' => false]

ArticlesController.php

£518 - HEB patchEntity() BIZEIBIASCMRLE BE 14 o] DUETTHE
EE M/ BREZIEN  FERENIGETE - BaEt
templates/Articles/edit.php IR user_id #ZEHIIE - EAF M

ABEEE -

33


https://book.cakephp.org/5/en/orm/saving-data.html#changing-accessible-fields

Exercise : 562 Users 1 Tags RAIIXHEIZH

- BREIHMELS Articles ZIIEHZAXA Authorization Policy ' [EFHfEAERERELMFBECHEENIE -
- :BE%E ArticlePolicy B ArticlesController UL - ISAHRBIMNIREM SR Users E2 Tags @ 5EAL

CMS RYHEEPRIZEI -



Exercise : 552 Users B Tags RIS #EZEH

=k

ATE AR ¢

1. %43 User B Tag FEII¥FERY Policy #EAl -

2. 7E UsersController £2 TagsController FIIAEERIRERE -
3. FEXREMN Action MWEAFEMH :
$this->Authorization->authorize(...);
4, REEZIREWAR Action - MZERAMEFEM -
$this->Authorization->skipAuthorization();
. EHERERESMRECSH User BERY -

. —HRERECILIEE Tags @ 1BIEX Tags RIRTELBENABEERERRS -

. ANEEZBREREZFRERASAIRTERGIRE - WATERIRESEE Policy ETEREHE -
. SEHE - BAEREA - EREABEER - UREBERKBHOAITER -

0O N O wu
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Exercise : 58& Users B Tags B

EEEFIAE
oJ£% Day 5 P ArticlePolicy FI4E#E :

ArticlePolicy
— canAdd()
— canEdit()
— canDelete()
— 1isAuthor()

H1TRE%E UserPolicy 2 TagPolicy FEZEISMILEARR - B0 :

R bl

UserPolicy TagPolicy

> FECJDAFMIEREREA ? S ST AE LS 7

»> O ERFERS ? > e DUREEIRE ?

> FEAEESEREIERE SRS ? S T AR 2

> BAEEEREMRE SR ? S BLEm g B T LA B2



Exercise : 552 Users B Tags RIS #EZEH

ek IR
SSRE - REY cMS [EEZZEVEEE D
Authentication

> EREZEEEA?

Authorization

> BEANEREZEZSBERNTERIRIE?

W -
Articles
Users
Tags

# B ERMERVIRER A -



Exercise : 552 Users B Tags RIS #EZEH

Pk Ef R
SR W BTE Controller FEHFIESEKE
if ($user->id === ...)

YA PR FIEr -
AR IR S TP IE

src/Policy/

th . ZE Controller EFRIEIE Request 1 Application Flow °
Eix 2 BEMEERARINE - EEEEIENL Policy - MAFEZZIE—(E Controller Action HFE—FHE -
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Ao SR AB

HPEALRZY F—EHERN Ms BAED - RFFAFPEA - ¥#MXE - BXENMARE - K E%E/%J
NE - WIIARRNX EREHEBHZFEEER - HPEFA L FormHelper #1 ORM RIIIRE - BfE

%%mg 7 ( ) //J\\HD? &E'_'_'T:I:'ﬂ:,
R CICISEIIRZE CakePHP - 3 M2R - MOlLURA S EEE R EFEE ORM - SN EAEERE ((FH
CakePHP>> HHEBEANES -
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